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Our history

We have over 70 years of history and experience
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Sellafield today

• Since the 1950s the UK has followed a policy of reprocessing spent nuclear fuel.  Sellafield has been at the 

heart of this process since its beginning

• Reprocessing of nuclear fuel means that Uranium can be reused in fuel but also creates concentrated 

radioactive wastes and separated plutonium through a chemical process

• As a result the site is complex from a nuclear and chemical hazard standpoint, and provides many unique 

challenges

• Reprocessing concludes in 2020 

• The site covers 2 square miles

• There are over 200 nuclear facilities

and over 2,500 buildings in total

• 11,000 staff and over 3,000

contractors

• Sellafield continues to receive spent

fuel to support nuclear power generation





The challenge



Our approach to Nuclear Safety & Security 

• Integrated approach to Nuclear Safety & Nuclear Security 

• Based upon ‘Risk Informed’ decision making

• Balancing the nuclear & radiological risk with the security risk

• Unified Command & Control Model

• Based upon ‘Defence-in-Depth’ & ‘Graded Approach’



Corporate Risk Methodology

• Quantitative risk 
• Active Risk Management tools

• Effective at a tactical, operational and project level 

• Subjective risk
• Strategic / Corporate risk is more subjective and therefore neds 

a different approach

• Informed by quantitative risk

• Contextualising the risk against a diverse range of risks

• Balancing the totality of the risk, the legacy risk (hazard) against 
safety and security case risks, DBT, beyond DBT and Extreme 
events.

•
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Significant Facilities - Risk Management 
Framework

• Facilities on site are graded according to their nuclear safety risk and potential consequences on a scale 
from A to E

• The attached map (Official-Sensitive) shows the location of the key facilities at Sellafield

• The framework guides prioritisation and regulatory oversight

• The remainder of this section gives more detail on facilities that are or have been in region C – however it 
is important to bear in mind that there is also significant work on site to bring facilities in region B into 
region A

ALARP = As Low As Reasonably Practicable
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Complex Regulatory Environment
• Nuclear Installations Act 1965, Nuclear Site licence condition 11 –

Emergency arrangements.

• Nuclear Security Industries Regulations 2003

• Radiation (Emergency Preparedness & Public information) Regulations 2001

• Control of Major Accident Hazard (COMAH) Regulations 1999.

• Carriage of Dangerous Goods Act.

• Fire Services Act 2001.

• Managed in a complex and hazard site environment, challenges of 
practicality.
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Nuclear Site Security Plan (NSSP)

The Office for Nuclear Regulation (ONR) has adopted security 

Assessment Principles (SyAPs). The move to SyAPs allows a much 

more outcome focused approach where high level goals are laid out, and 

the means by which these are met are developed and justified in detail 

by Sellafield Ltd as the dutyholder. For a large, complex site such as 

Sellafield with a wide range of materials, hazards and technologies, this 

change to an outcome focused approach for security presents a 

significant opportunity to articulate and demonstrate proportionate, 

integrated and effective security arrangements.

The overall NSSP is about more than defining and demonstrating 

security. The NSSP establishes the primacy of the dutyholder and, with 

the SyAPs, provides the basis for underpinning a comprehensive, 

interdependent and robust security management system. The strong 

starting point further enables the development of a regulatory relationship 

firmly based on proportionate and risk informed security outcomes.



Sellafield Security Enhancement Plan

The Sellafield Security Enhancement Programme (SSEP) was initiated in 2011.  
an £860m investment in security delivered over a number of years, concluding 
in 2020.

Replacing and upgrading existing ageing PPS assets.  

Created new PPS capabilities, Intermediate (HSA) and inner Areas

Created new Command & Control digitised Hub

Established new operational and response capabilities, CNC and Guard Force.

Enhanced.

Enhanced the operational and operational support capacity to create an 
enduring capability. 



Security capability examples

Hostile Vehicle Mitigation Vehicle Access Control Point
Civil Nuclear Constabulary Civilian Guard Force

Subterranean voids Specialist trained dogs Cyber Security Operations 

Centre
Unmanned Aerial Vehicles 

(UAVs)

Ballistic protected vehicles Emergency Duty Teams Sellafield Fire & Rescue Services Security vetting and access control
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Drivers for the Unified Command 
Capability

Global events 

changing design 

basis 

Lessons driving 

joint emergency 

services approach

New technology to 

overcome site 

issues
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Project Delivery of the Outputs to Enable 
Unified Command and Control

The Sellafield Unified Command and Control framework is 
underpinned by the principles outlined in the UK Joint 
Emergency Services Interoperability Programme (JESIP) “Joint 
Doctrine: The Interoperability Framework” :

• CO-LOCATION;

• COMMUNICATION;

• CO-ORDINATION;

• JOINT UNDERSTANDING OF RISK; and

• SHARED SITUATIONAL AWARENESS



CURRENT
Geographically dispersed 

functional cells

ENDSTATE

Command and Control – A Programmatic 

Approach





Main Site Command Facility (MSCF)

MSCF: “The resilient, digitised hub for 

Sellafield’s unified Security and 

Resilience Operations, Emergency 

Response and Recovery”.

• High performance computing, software, alarms and sensor 
feeds protected by cyber security provide the platform for 
the management of daily operations, incidents and 
emergencies.  

• It will be a digitised headquarters enabling a Common 
Operating Picture (COP), giving a joint understanding of 
risk, shared situational awareness and timely decision 
making.  

• Establishing the MSCF is a national priority.



SSAU Project Scope

CURRENT

ENDSTATE
Multiple interrelated benefits 

delivered through enhancements in 

processes, organisation, 

technology and information flows. 

Extract from the SSEP Unified Command and Control Capability 
Benefits map.  
DAMN – Detection  Assessment Monitoring and Notification 

Shared Situational Awareness

Unified Command and Control Benefits
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Conclusion
• Sellafield is a complex site. Many facilities cannot simply be shutdown

• Significant progress has already been made with hazard and risk reduction

• Hazard profile is well characterised but still major

• Priorities focussed on high hazard and risk reduction

• Risk Management Framework supports effective safety and security 
management

• Enabling Regulation encourages progress in the key areas

• Skilled and competent workforce, leadership and supply chain are focussed 
on delivery

• Emergency preparedness and resilience is crucial and is available 24/7 and 
regularly tested

• Unified Command and Control provides a different model for emergency 
planning and response – but also for ‘business as usual’?



https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwia4YD22Y3UAhVLjSwKHfG7DCcQjRwIBw&url=https://www.cartoonstock.com/directory/a/answers.asp&psig=AFQjCNEFvj2aHwUajEAc3b2sLV53PPQAiw&ust=1495892775487083

