
TECHNIQUES FOR THE IDENTIFICATION AND ASSESSMENT OF MAJOR ACCIDENT HAZARDS 

K. R. Davies* 

The CIMAH regulations require a written report to demon
strate the safety of major hazard plants. Techniques such 
as check lists, safety audits, reviews against codes of 
practice and hazard and operability studies can be used to 
produce a qualitative hazard assessment. where the hazards 
posed are severe then a quantitative assessment may be de
manded. Under these circumstances reliability tools in-
cluding fault tree analysis, Markov analysis, FMECA and 
simulation are likely to be useful. The paper gives 
examples of each of these techniques related to a small 
plant which is one section of a major hazard unit. It is 
concluded that the techniques can be extremely valuable 
provided the limitations posed by data availability can be 
overcome. 

INIRODUCTION 

The CIMAH regulations require certain manufacturers to prepare a written 
report to show that their 'activity' is being carried out safely. The 
regulations also require a description of the hazards which can arise 
during the 'activity' together with a statement of the controls exercised 
in preventing the hazards being realised or limiting their consequences. 

The regulations apply to both existing and new plants involving chemicals 
in the listings appended to the regulations. For many existing plants, the 
preparation of a 'safety case', as the written report has been termed, may 
be a simple qualitative exercise. This qualitative approach is likely to 
be acceptable for plants handling chemicals at the lower end of the spectrum 
of those deemed major hazards, particularly if processing is at ambient 
temperature and pressure. 

For more complex units operating with higher risk chemicals it is envisaged, 
although not stated in the regulations, that a degree of quantification may 
be required. This quantified approach is also likely to be necessary for 
any new plant, particularly on a 'green field' site, or where risks are to 
be significantly intensified. The end result of the safety case must be a 
review of the risks to the general public and the environment from the 
activity, against criteria of acceptable risk. This allows decisions to be 
made as to whether the plant requires any improvements to reduce risk 
levels. 

* The Associated Octel Company Limited. 
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The assessment of the risk posed by a piece of plant rests largely on the 
quantification of the reliability of the equipment and its operators. The 
earliest impetus in quantification of reliability came from the field of 
air travel (Ref. 1). The 1950's saw the spread of reliability techniques 
into the nuclear and defence fields. Tne 1960's saw the considerable 
effort expended in space in ensuring the reliability of the Mercury and 
Gemini programmes, while in the early 1970's the extensive risk study by 
the US Atonic Energy Commission into Reactor safety "Wash 1400" (Ref. 2) 
was a landmark in reliability assessment development. From the late 1960's 
the process industry in the UK has been using reliability techniques to 
review the hazards posed by its plants (Ref. 3). 

This paper therefore does not present new techniques but looks afresh at 
the application of these well-tried techniques to a major hazard plant and 
in particular the special problems involved in their use on a process 
plant. 

In order to illustrate the use of the techniques an example plant has been 
used. It is a small chlorine recovery unit operating within a mercury cell 
facility. 

THE EXAMPLE PLANT 

The chlorine recovery plant is an auxiliary to the chlorine liquefaction 
units and operates to separate gaseous impurities from chlorine gas to 
give improved liquefaction efficiency. 

The tail gases vented from liquefaction together with gases from stock 
tanks and rail tank vents are first compressed to 100 psig. The gases at 
this stage contain 20-50% v/v chlorine. The compressed gas is then cooled 
and subsequently refrigerated. This causes partial condensation of 
chlorine if the inlet concentration is high and at the outlet from the 
condenser the gas concentration is reduced to approximately 25% v/v. 

The chilled gases then pass up an absorption column where the chlorine is 
virtually completely absorbed in chilled carbon tetrachloride. Tne 
absorber is packed with 2" pall rings and runs at 90 psig under a pressure 
control valve on the vent line. 

Chlorine is stripped from the carbon tetrachloride in a second column and 
carbon tetrachloride is then recycled to the absorber after being re-
chilled. 

CHEMICAL HAZARD IDENTIFICATION 

The first stage in any hazard study is a review of the materials involved. 
If the study is to relate to the CIMAH regulations then the plant 
inventory needs to be compared with the chemicals listed in the regulations. 
If the chemicals are listed then is the plant inventory above the critical 
inventory? Table 1 shows a listing of some of the materials that will be 
found on a typical mercury cell plant. 
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Table 1 

Chlorine Hydrogen Nitrogen T r i c h l o r i d e 
Sodium Hydroxide Chlorine Hydrate 
Sodium Chlor ide 
Mercury 
Brine Addi t ives 
Sodium Hypochlorite 
Carbon Te t rach lo r ide 
Water 

Having l i s t e d the chemicals and t h e i r i nven to r i e s t h e next s t ep i s t o 
e s t a b l i s h t h e i r p r o p e r t i e s . This seems a t f i r s t thought a simple s t a t e 
ment, b u t , t h e t a sk of determining a l l t h e re levan t p r o p e r t i e s i s extremely 
complex and t ime consuming and for an uncommon ma te r i a l can be extremely 
expensive. If a c r i t i c a l proper ty i s not determined or i s i nco r r ec t ly 
determined then any subsequent study may be wor th less . P rope r t i e s required 
inc lude , phys i ca l , chemical , co r ros ion , thermodynamic, t ox i co log i ca l and 
combustion. 

Table 2 conta ins a l i s t i n g of some of t h e p r o p e r t i e s required for c h l o r i n e . 

Table 2 
Chlorine P rope r t i e s 

Molecular Weight = 70.91 
Boil ing Point @ 1 atm = 239.1° K 
Freezing Point = 172° K 
C r i t i c a l Temp. = 417° K 
C r i t i c a l P r e s s . = 7710.83 kPa 
Speci f ic Gravity = 1.424 @ 15°C ( l iqu id) 
Surface Tension = 26.55 dynes/cm @ - 35.3°C 
Ratio of Speci f ic h e a t s = 1.327 
Latent Heat of Vaporisat ion = 287.75 kJ/kg 

Chlor ine: Long term exposure l i m i t (8 h rs TWA) = 1 ppn 
Short term exposure l imi ted (10 min TWA) = 3 ppm 
IDLH l i m i t (NIOSH) = 25 ppm 

Ref. 5 , 6, 7 . 

Chlorine is a good example of a common material, the properties of which 
are relatively well known, but which has pitfalls which can catch all but 
the most cautious, for example the corrosion properties of chlorine. 

From Table 3 the corrosive nature of chlorine can be seen to vary consider
ably with its moisture content. Special care is therefore clearly needed 
in specifying the material of construction for a chlorine unit and also in 
ensuring that the operating conditions remain unchanged during the 
operating life. 

In the example plant the material of construction is mild steel and there 
are driers installed in the inlet gas lines. Operating instructions 
include statements on drying procedures for sections of plant before they 
are returned to duty. 
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Chlorine gas (Dry) <0.005% Water Room Ign i t i on 

S t e e l 

Chlorine gas dry 
wet 

Liquid Chlorine dry 

Room No Reaction 
30°C-80°C Some Reaction 

Room No Reaction 

(Ref. 4) 

Not only do the primary materials require consideration but also possible 
secondary materials in this case listed in Table 1 column 3- Special care 
needs to be taken to ensure that nitrogen trichloride, which is capable of 
spontaneous detonation, is not allowed to concentrate in any part of the 
liquid chlorine system. All of these properties need to be recorded and 
easily recoverable to use in producing a safety case. Where gaps exist in 
the knowledge then laboratory work will be required. Only when the 
properties are properly determined and recorded can the next stage be 
approached, that of process hazard identification. An unknown hazard 
cannot be identified!!! 

PROCESS HAZARD IDENTIFICATION 

A number of techniques exist for identifying hazards. These include: 
Hazard and Operability Studies, Safety Audit, Check Lists, Review against 
Codes of Practice. 

These techniques are very dependent on the people vrtio use them. The hazard 
which is not identified cannot be protected against. HAZOP is very much a 
team affair. A group is gathered together to represent the most useful 
disciplines for the plant under consideration and under the leadership 
of a neutral chairman they are led through the P & I diagrams by a question
ing technique looking for deviations from the normal which may cause 
problems. (Ref 8). This approach is normally applied to new plants but 
can be used on those existing equally well. 

Safety Audit is again a team approach. Usually an agreed number of specific 
areas of the plant are examined by a team looking in great detail. This 
approach can only be used on existing plants but is particularly useful 
from the operations view point. (Ref 9). 

Check lists can be used either individually or by a team. They can only be 
as good as the person who draws up the original check list, although it has 
to be said that many very good check lists are now available and they can 
be of a great deal of help to the less experienced person. (Ref 10). 
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Codes of practice can also be particularly useful. Many industries now 
produce specific codes of practice to cover particular operations. There 
are also HSE guidance notes and codes and British Standards. (Ref. 11, 12, 
13, 14). If one examines ones plant in relation to these codes and finds 
compatibility then this may be sufficient answer to HSE that the plant is 
constructed and designed in accordance with current codes of practice and 
that it includes the most up-to-date protective systems. If the plant does 
not meet the codes then discrepancies will indicate specific areas where 
improvement may be required. 

When this step of process hazard identification is completed then the first 
part of the questions posed by the regulation can be answered i.e. a 
description of the hazards. 

In order to answer the second part of the questions relating to hazard 
control and consequence limitation then a more detailed study of the 
hazards is required and it is at this point that reliability tools come 
into use. The most commonly used reliability tools are fault tree 
analysis, Markov analysis, and failure mode and effect analysis. 

RELIABILITY ASSESSMENT TECHNIQUES 

Fault Tree Analysis or Event Tree Analysis 

Fault tree analysis was developed in the early 1960's to assist in the 
reliability study of the Minuteman Launch Programme. 

A fault tree is simply a logical approach allowing the possible routes by 
which a hazard can occur to be studied. It may be used as a quantitative 
tool to predict a frequency for an event but may also be used as a 
qualitative tool, assisting the analyst to a detailed examination of the 
system. The basic structure of a fault tree is shown in fig. 1. [An event 
tree is very similar to a fault tree in construction except that con
struction is started from the basic event at the bottom and is built up to 
an end incident.] The problem is always that of complexity. Even a very 
simple plant, when analysed using fault tree analysis, will produce a 
system with many events and gates. 

As an example of the use of the technique qualitatively, a very much 
simplified fault tree is shown for our example plant, in figure 2. The end 
event studied is a fire in the absorber column. This is clearly of concern 
since it can lead on to a major fire and potentially a chlorine release. 

One specific path through the tree shows that a fire can be the result of a 
chlorine/steel reaction in the presence of moisture. This reaction can be 
initiated at 100°C in the presence of water and temperatures of 100°C are 
attainable within the column. 

The fault tree was based on an actual incident on the plant and was used to 
improve the system and prevent a recurrence;remedial actions can easily be 
resolved from the fault tree. The water cooled heat exchanger was replaced 
by an air cooled exchanger and the carbon tetrachloride was monitored 
on a more frequent basis for water content. 

Quantification of fault trees is achieved by assigning failure data or 
probability to each event on the tree. These data are then summed using 
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Boolean algebra to reach a probability that the top event can occur. Fault 
trees are particularly difficult to quantify for a chemical plant in 
that the data are difficult to obtain. If the fault tree for our example 
plant is to be examined quantitatively we find that this particular type of 
unit is not common so generic data for such a unit are almost impossible to 
obtain. Clearly, however, it is possible to examine the effects of 
the improvements that can be made if some tentative estimates of failures 
are considered. Figure 3 shows the effects before and after improvements 
based on best estimates. 

It must be realised that fault trees are not a panacea for all ills. They 
are only as good as the analyst and even more important when treated 
quantitatively they are only as good as the data. 

For a fault tree of any size computer assistance is invaluable since it can 
resolve the minimal number of cut sets (set of primary faults needed to 
reach the top event). It can also be particularly useful for sensitivity 
analysis where there is doubt about the data used in any particular 
part of the tree. 

Attempts are being made to produce computer programmes which will generate 
fault trees automatically based on P & I diagrams (Ref. 15, 16 and 17). 

Markov Analysis 

A fault tree normally assumes that basic events are independent. The only 
exceptions to this are the case of common cause failures and standby 
redundant systems. These cases have to be carefully handled. Markov 
analysis can be used to provide a system unavailability for substitution 
into the tree quantification. 

Taken at its simplest level the Markov diagram for a single component is 
shown in Fig. 4. 

The figure shows the graphical representation of the equipment which has a 
failure rate of and a maintenance rate of u. 

which on integration gives: 

If this is applied to the water in chlorine instrument on the inlet to this 
plant then its availability can be calculated. 

If the failure rate = 6 per year and the repair time = 2 days: 

The probability that the instrument will be in working order at any time 
Pw is 0.96. 

The probability that the equipment is in the working condition at time t + 
dt can be expressed mathematically as:-
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Clearly this is a very simplistic statement. If a multi-component system is 
involved the Markov diagram gets extremely complicated. 

The Markov model for the two absorber feed CTC pumps on the plant is shown 
in figure 5. In order to resolve an availability for such a system with 
redundancy a series of differential equations similar to that above need to 
be generated. Clearly for even a relatively simple system this quickly 
involves complex mathematics and a computer programme is advisable. 

Failure Mode, Effects and Criticality Analysis (FMECA) 

If a detailed study of all the possible failure modes of a piece of 
equipment or number of pieces is required then failure mode effect and 
criticality analysis is a technique that allows this depth of study. 

The technique consists of examining the possibility of a component failing 
to function as specified, examining in detail the manner of potential 
failure and the cause of the failure. This information is then used to 
evaluate the effect of this failure on the surrounding plant or equip
ment. An index can be applied to the effect of the failure to indicate its 
degree of importance. The final step of the analysis is to review the 
items with the highest index of criticality and reconmend design changes or 
precautions which limit the effect of the failure. 

The technique is essentially very simple, but, it is important to organise 
the data in a readily presentable form. A typical FMECA is shown in Table 
4 based on our example plant. 
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H - Hazardous 

I - Inconvenient 

N - Negl ig ib le 

Table 4 Typical FMECA Sheet. 

Simulation Techniques 

When a number of redundancy paths are available for a system and there is 
interaction between pieces of equipment with regard to maintenance then the 
most appropriate technique for examining reliability of the overall system 
is simulation. The technique is most often referred to as Monte Carlo 
simulation because of its use of random numbers. 
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The technique is to define the system, its failure and repair character
istics, and any restraints. The operation of the plant is then considered 
over a short time interval. The probability that the first piece of 
equipment in the system will fail is calculated and this is compared with a 
randomly generated number in the range 0-1: if the random number is less 
than the failure probability then the equipment is assumed to have failed. 
This is repeated for the whole system to constitute a single time step. 
This is repeated for a number of incremental time steps up to the whole 
time interval that we wish to cover. This represents a single trial. The 
whole approach then has to be repeated many times until a relatively 
constant ratio of successful trials to failures is reached. 

The approach is most easily understood by an extremely simple example for 
which one would not normally use the technique. 

A single component such as a trip switch on a pump motor is considered 
having a failure rate of 0.1/year and the period of interest is 1 year. 

Then the probability of failure (q) can be calculated for each month 
incrementally. 

Table 5 shows a 10 test series using a random number generator for the 12 
month run of each test and shows whether the equipment succeeds or fails; 
in this series there are 5 successes and 5 failures, however, many more 
tests perhaps up to 100 would be required to reach a steady state failure 
figure. 
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Table 5. Monte Carlo Simulation of Failure of Pump Motor Trip Switch 

Typical applications of simulation include situations such as the chlorine 
compression on our example plant which uses four compressors of two 
different types. Normally the two newer compressors are used in parallel 
and the remaining pair act as off-line spares. Because of limitations of 
the older compressor the plant cannot operate at full capacity with the two 
older compressors on line. In addition because of space limitations only 
one compressor can be serviced at a time. This type of availability 
situation can only be handled using simulation techniques. 

A further rather different chemical plant use of simulation techniques is 
on a plant such as our example where a variety of gas strengths and volumes 
may be input and the plant operating parameters have a number of variables. 
These can be studied using a Monte Carlo simulation technique to examine 
the operation of the system under varying loads. 
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DATA AND ITS COLLECTION 

All of the techniques discussed require information about the reliability 
of items of process equipment. In some cases this may require only simple 
failure frequency data, but with more advanced techniques the nature of the 
failure rate and the repair rate together with the total outage time may be 
required. Information is also likely to be needed on the mode of failure 
and the cause of failure. 

These data are never easy to obtain. The figures quoted in this paper are 
based on plant experience using system failure data from abnormal occurrence 
records. Where component level data are used these are estimated based on 
the system figures. 

Generic data are available from a number of sources. Perhaps the best of 
these sources is the data bank operated by Systems Reliability Services 
(SRS) which is a branch of the United Kingdom Atomic Energy Authority 
(UKAEA). Data from the data bank are available to associate members of 
SRS either directly via a computer link or indirectly through SRS staff. 

There are also data available in the technical press (eg. ref. 18) however 
these data are more difficult to assemble. Generic data have to be treated 
with great care since they can only be properly applied to the specific 
situation in which they were collected. 

A detailed assessment of possible leak sources and the potential leak 
frequency was carried out in the early 1970's resulting in a number of 
recommendations for improvements. While the improvements resulted in a 
substantial reduction in the leakage frequency the original target figures 
were not reached. A second study revealed that the generic figures used 
for the earlier study were in some cases optimistic for the environment of 
a chlorine unit. A second phase of review based on plant historical data 
has resulted in further improvements and has reduced emissions to the 
pre-defined target levels. 

The best data will always be those which are collected on the plant under 
consideration. Collecting such data will always be an expensive exercise. 
One reported large study in Italy used 15,000 man hours alone in setting up 
the collection scheme. 

Where costs can be shared however, significant cost saving can be made. 
Several such collection exercises have been carried out by Engineering 
students working for SRS on Associated Octel's Plants. 

The compressors on the example plant were examined as one small part of the 
data collection exercise. The two older compressors were found to be 
relatively unreliable in a general study and were examined in greater 
detail over a three year history. 

The utilisation factor = 11% 

Failure rate/calendar year = 8.83 

Failure rate/operating year = 76.37 

The breakdown of the failure modes and causes is shown in Table 6. 
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Table 6. Breakdown of Failure Modes and Causes for a 
Chlorine Compressor 

These data were extracted from a variety of sources by a student mechanical 
engineer from Liverpool Polytechnic. Typical sources included daily 
process log sheets, process foreman's reports, maintenance foreman's 
reports, defect notes, safety notes, stores withdrawal records, personal 
note books belonging to operators and works monthly records. Where possible 
attempts were made to corroborate information by using more than one 
source. 

The end result is a series of history sheets. A typical sheet is included 
as Table 7. These event data can be processed to give failure data for 
application by the analyst. 
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Table 7. History Data Sheet 

ITEM DESCRIPTION:- Snift Gas Corrpressors 
LOCATION:- Chlorine Works 

Event Event 
No. Date 

Equip. Failure Failure Outrage Operating Description 
No. Mode Cause Tine(hrs)Time(hrs) of Event 

012 25/4/82 4480/1 External Component 96 

013 25/4/82 4480/2 Degraded Component 432 

40 The discharge 
valves were 
found to be badly 
pitted. The valve 
seats were 
repaired and the 
valves rejointed. 

536 Ihe compressor 
was inefficient. 
The valves 
were overhauled 
and refitted. 
Compressor seized 
on test run due 
to contaminated 
oil. Piston 
found to be 
cracked. Piston, 
rings, rod, 
glands and valves 
all renewed. 

014 30/4/82 4480/1 Seized Undiag- 96 8 Compressor seized 
nosed and was freed. 

Oil found contami
nated. Oil 
changed also 
absorption vent 
valve which was 
passing. 

In this case the compressors are used as stand-by equipment which clearly 
has an impact on their reliability. Ihe study indicated possible relia
bility improvements by modifications to the valve systems. None of the 
failures listed however resulted in a chlorine release to atmosphere. 

The difficulties of using generic data can be seen in Table 8 where generic 
compressor data from differing sources are compared with the on-plant data. 
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Table 8. Failure Data on Compressors 

The introduction of major hazard legislation requires management to examine 
the hazards posed by their plant and to show that the safeguards that they 
have installed are adequate. A number of techniques which may assist in 
this task have been identified. 

The chemical hazard properties of any materials being handled must first be 
established either through literature search or by experiment. The hazards 
posed by processing of the material can be identified by a number of 
techniques including check lists, safety audits, reviews of codes of 
practice, hazard and operability studies. In many cases the qualitative 
review of safety produced using such techniques will be sufficient to 
assure the authorities of the safety of the plant. In the case of the most 
hazardous plants it may be necessary to develop the assessment further 
using quantitative techniques. 

The techniques for analysis used by the nuclear industries for many years 
including fault tree, Markov, failure mode, effect and criticality and 
Monte Carlo simulation can all be adapted for use in the process industries 
to quantify hazard frequencies. 

Ihe prime limitation of these quantitative techniques is the availability 
of data on the failure characteristics of process plant. Generic data are 
not readily available for many process items. Where such quantitative 
approaches are required, management would be well advised to identify what 
sources of plant data and experience are available. Action should then be 
taken to ensure that such data is recorded in an easily retrievable form to 
assist in quantitative hazard studies. 
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FIGURE 1 

LOGICAL CONSTRUCTION OF A FAULT TREE 
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FIGURE 3 

SECTION OF FAULT TREE AFTER MODIFICATION. 
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FIGURE 4 
SIMPLE MARKOV MODEL 
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FIGURE 5 
MARKOV DIAGRAM FOR TWO COLUMN FEED PUMPS 

( A & B ) WITH ONE PUMP ON STANDBY DUTY. 
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