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ESSENTIAL PROCESS SAFETY MANAGEMENT FOR MANAGING MULTIPLE OIL

AND GAS ASSETS

John Hopkins, Wood Group Engineering Ltd., UK

The paper describes a tool and process that shows management where to make interventions that
reduce the risk of having a major accident.

It indicates those areas that need immediate attention and those that need to be addressed in the
future.

It allows these interventions to be tracked. It is designed to be used by all levels of management.

As context the paper briefly describes the journey of process safety management as a result of
major accidents in the process industries. It describes it beginnings in Loss Prevention and
shows developments into Process Safety Engineering together with the development of manage-
ment systems which are designed to prevent and control the release of hazardous substances.

Parallel to this, it describes how an oil and gas contractor as a result of its international experi-
ence and the trend of asset owners to expand the responsibilities and services from their supply
chain found itself in the position of being legally responsible for the operation of a number of sub-
stantial oil and gas facilities over a very short time frame.

Process Safety Management system key elements were apparent across these assets. However
there was not a reliable and simple way of comparing each asset in terms of vulnerability to
having a major accident.

This gap was identified as a business need. The potential liabilities both legal and financial result-
ing from major accidents are punitive. Senior management required to have visibility and be

assured that their operations were being correctly managed.
The paper describes how the gap was closed.
The tool and process has been in place for over 4 years. It is a practical demonstration of Process
Safety Management in the international Oil and Gas industry.
For the company concerned it is now an essential part of Process Safety.

THE NEED

During 2008 Wood Group PSN, an international oil and gas
engineering services contractor became the Operator for 10
facilities in the North Sea. These are commonly known as
Duty Holder contracts.

These types of contract place a legal requirement on
the operator about how an asset is managed and operated.
In the event of a major accident the liabilities for any
company are considerable particularly in these types of
contract; this became apparent due to a number of high
profile incidents such as Grangemouth, Texas City, and
Buncefield.

The risks associated with these contracts needed to be
quantified and understood. As part of this process the then
current management systems and associated processes and
procedures were examined and evaluated.

It became apparent there was a need to capture the
main threats associated with operating and maintaining oil
and gas facilities and explain them in a simple and timely
way in order that meaningful management interventions at
all levels were possible in order to prevent major accidents.

THE IDEA
In Oct 2008 a conference on safety performance indica-
tors was hosted by FABIG in Dyce, Aberdeen. A number of
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presentations made reference to James Reason’s Swiss
Cheese or Barrier model and related it to different indices
which attempted to calculate a number based on breaches
of the barriers.

They were all trying to quantify the cumulative risk or
how the individual risks combined and interacted and used
algorithms to predict an outcome. The results seemed
complex, difficult to understand, and were not engaging.
They appeared academic and not very practical.

The idea of a Vulnerability Index came from combin-
ing these ideas into a simple less mathematical model to get
engagement and buy in by all levels of the organisation.

It proposed the use of diagrams to display combined
risk as a picture of the individual risks in such a way as to
concentrate on management interventions, in a timely way
in order to prevent major accidents. A key point was to
try to avoid the inevitable complexity and difficulty associ-
ated with predictive cumulative risk analysis.

THE PRINCIPLES

Oil and Gas installations and chemical plants do not have
major accidents every day. There must something in place
to prevent them happening. There must be barriers in
place which if breached could result in a major accident.
This is the basis of the barrier model.
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We have 4 Barriers:

* Engineering : The technology
employed and how well it is
made

* Production & Maintenance:
How the plant is operated and
maintained

* Processes, Systems,
Competence: All other systems
and processes associated with
the running the facility

- Behaviour of the people
involved in all aspects of
operating the facility
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Figure 1.

Figure 1 shows the generic barriers selected. They are
not site specific and can be applied universally.

The main technical barriers can be undermined by
inappropriate behavior by individuals this is represented
by the black band surrounding the technical barriers in Fig1.

When an event occurs against a leading or lagging
indicator the impact on the barriers is determined using a
simple Root Cause Analysis. This shown in Figure 2.

The barriers are not equal, some are more important
than others. A calibration questionnaire is used to calibrate

the barriers for a site based on the potential for a major
accident.

The questionnaire consists of Density and Thickness
questions which represent the respective material and thick-
ness of each barrier. Figure 3. This gives the barrier
weighting

Figure 4 shows a range of Lagging and Leading indi-
cators. The subjects covered are wide ranging under gene-
ral headings such as: Legislation, Hydrocarbon Releases,
Management of Technical Change, Safety Case, Assurance,

Root Cause Analysis:
How many holes and cracks

Behaviour

» After the event a simple RCA determines what barriers are

impacted against the PSPI

« This identifies the holes and cracks for the event

2
O —

Figure 2.
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Barriers can have holes and
cracks

Barriers have different weighting

A site calibration questionnaire
has Density and Thickness
question sets which combine to
give a unique barrier weighting
for each site

The barrier thickness questions
have aspects of ageing

As a concept, the larger the inventory of
dangerous substances the higher the
potential for a major accident so the barriers
in place need to be thicker and of a higher
density material

Figure 3.

Verification, and Process Safety. Currently there are 35 indi-
cators monitored. These are called Process Safety Perform-
ance Indicators and they are split into lagging indicators
which result in holes or leading indicators which result in
cracks in the barriers when there is an event against them.

On a weekly basis all the site holes and cracks are
collated in the tool and using a simple equation that takes
account of the site calibration generates the Vulnerability
Index for that week. Figure 10 shows the trend of the
index for different sites over a year.

An increasing VI trend means there are more holes
and cracks in the barriers and they are consequently
weaker and less able to prevent a major accident. A decreas-
ing trend means the reverse.

ASSET INTEGRITY IS A STATUS

When there are simultaneous holes in each of the technical

barriers or if the behavior barrier is breached then Asset Inte-

grity status has not been achieved. This is shown in Figure 5.
This simple measure of asset integrity is used in

senior management reports.

DASHBOARD

Senior management need to be assured that a site
management is making effective interventions to prevent
major accidents. Their dashboard is based on a traditional
sports car design with warning lights and a tachometer. See
Figure 6.

The lagging indicators show asset integrity status are
displayed as a line of warning lights. The cracks or perform-
ance against the leading indicators are shown as the tach-
ometer. More cracks in the barrier mean the rev counter
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needle starts to approach the red sector which means
change up a gear or the engine can get damaged in other
words fix some of the cracks.

The trends for the site are also displayed to the right in
Figure 6.

The engine behind the dashboard in the tachometer is
the Vulnerability Index.

Asset Integrity management is all about managing the
cracks to prevent there being holes.

SITE VIEW OF ASSET INTEGRITY

Figure 7 shows a standard Risk Assessment Tool. The darker
colours mean an event has either a more severe consequence
or is more likely to happen. The tool is used to display the
combination of both these attributes against PSPI events;
these are displayed as a colour.

The tool in Figure 7 is used in the site view shown in
Figure 8. The magnifying glass is focused on all the holes
and cracks in a particular module on a large offshore oil
platform and their severity or colour.

This information is used by site management to
decide when to make an intervention such as shut down a
process, replace temporary repairs, or take mitigating
measures to risk the risk.

OVERALL MANAGEMENT OF ASSET INTEGRITY
The combination of the dashboard which is driven by the
Vulnerability Index and the site view mean senior man-
agement get assurance and visibility that the site manage-
ment are making effective interventions to prevent major
accidents and site management get a tool which tells them
where to make the interventions.
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_é 4 HSE Incidents / HiPo Actions Not Closed Out

[ Tracks Ongoing Incident Investigation Actions that have not been closed out.

MANAGEMENT OF TECHNICAL CHANGE

Tracks the number of Temporary Repairs & Mads in place that have been TA approved and are
|within their approval time scale.

|Tracks Deviations that have not been risk assessed and approved or where they have exceeded
[their approval time scale.

.~ 9 SCE System Failures (Approved)
77

_~Z11 SCE Inhibits in Place (Approved)
[ASSURANCE

ailures that failed d
en risk assessed and approve

[Tracks SCE System failures g

approved and are within their approval time scale

Tracks SCE System Inhibits put in place that have been risk assessed, approved and are within
[their approval time scale.

12 Reported Backlog (Cat1 PMR & P1 CWO)

Tracks the number of Category 1 Planned Maintenance Routine (PMR) tasks and Priority 1
Corrective Waork Order (CWO) tasks in Reported Backlog each week. (Includes Legacy Backlog

[where relevant)

COMPETENCE

14 Site Specific Role Competence

|Tracks the certification status of Competence for all the Site Specific Roles on the Asset

415 Technical Specific Role Competence

Tracks the certification status of Competence for all the Technical Specific Onshore Roles

for that Asset

VERIFICATION

B < Open 2 Verification Findings 30 days after
raised (Anomaly)

Tracks the number of Open Level 2 findings 30 days after they have been raised and have not been
closed out.

18 Internal Audit Programme - NCRs

[Tracks the number of Category 1 Planned Maintenance Routine (PMR) tasks and Priority 1
Corrective Waork Order (CWO) tasks in Legacy Backlog

Figure 4.
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Asset Integrity is a Status
(Lagging Indicators)

You either have it or you don’t
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Figure 5.

Dashboard Report for Senior
Management

Snapshot of last week reported,
showing barrier breaches (holes)

‘Week et Integrity
Status for the last rolling
Quarter

sio3eaipuj Sui§seq

LEADING

Gi rep N
of the last 3 months trend
for leading indicators
based on the Crack-o-
Meter Calibration

Dashboard

si03ed1pu| Suipea]

ASSET's NAME

Tachometer
Leading Indicators

Combined Risk (barrier Leading Indicator Warning Light
weakness) snapshot of last This indicator switches from green to red whenever an individual
reported week (Cracks) Leading PSPI exceeds its assigned Corporate Tolerance Level

Figure 6.
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Combined Risk Assessment Tool

Risk Assessment Matrix (RAM)

RISK ASSESSMENT TOOL

PROBABILITY
AssetDamage

| Camsgereqsinglossitops | Some

| St squpment damage | Some

PsrPlanEqupmentoss

FRusn— 2

Outstanding Cracks and Holes indicators are assessed to get both impact and
probability (using the corporate risk assessment tool) and reflect the level of
exposure

The result obtained of Probability Vs Impact can be plotted onto the corporate

Risk Matrix to create an overview of the relative level of risks once each
indicators is assessed.

Probability

actions that need to be taken to managing the relevant
threat.

Acceptable|

Intolerable
Each “Level of risk” or “Priority Band” is aligned with a Unacceptablel
designated person or authority that must discuss the ———

3
Trpact

Figure 7.

View of Combined Risk for all levels of
Management

Aodule (AP

at )]
=
Frocers
Fluide
A Ben_Process
WK Flaide
ASSET's NAME = \

Figure 8. 9
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Web Based - Global Tool

Al weekly status

Al issues reported on B - - === List of all possible tracking
a weekly basis o reports available

= Al Authority summary for
the latest month

Al Dashboard report
displayed by clicking
on weekly Al status

Figure 9.

Vulnerability Index

— VIl scale 600 to 50k

FPSO-1

Increasing VI trends
a cause for concern

Decreasing VI
trends are good

FPSO-2

FPSO-3

I |

Sample Yearly Vulnerability Index trends

Figure 10.
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TWO TRIANGLE MODEL

MAJOR INCIDENT

PERSONAL INJURY

release/fatalities

Fatality/ High potential incident
Major eg. loss of primary
Injury containment

Minor injuries/property Significant process safety breach

Precursor Events Precursor Events
Non-injury incidents Operating envelope excursions
Near misses (Pressure temp level etc), non-
Unsafe working Some compliance with procedures, overdue
conditions events can maintenance and inspection,
be warnings alarm/tip malfunction or overload, out
of both types of date process safety info.

Figure 11.

Figure 12.
CONCLUSION Thus the company can justifiably make the claims as
This tool and process together with the company Senior shown in Figure 12.
Management Safety course has raised the awareness of The tool and process is now in use internationally
Asset integrity and Process Safety Management in the com- using a web based platform Fig. 9 across a wide range of
pany. Occupational Safety was already well catered for in different assets ranging from onshore oil terminals and gas
the company but now both aspects of the safety triangle plants to large fixed oil platforms and FPSO.

can be demonstrated as being are managed see Figure 11.
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