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Some process safety assessments can be extremely sensitive to human error and may
be affected by an aging workforce. Even though there is some evidence that human
reliability can improve as a result of experience, a wide range of systematic studies
have shown that personnel involved in performing detection, recall and recognition
tasks will be likely to be approximately 20% less reliable for every ten years age
and that, within very narrow limits, this impact will be consistent over the range 25
to 85 years. Other Error Producing Conditions, for example, time-of-day, also
show similar predictable reliability degradation and the implications of these findings
are discussed.

INTRODUCTION
Currently, when performing Quantified Risk Assessments (QRA) in order to determine
what the major components of risk might be, it is normal to examine the principal
failure cases for their susceptibility to human failures with respect to the initiation,
control, consequence, impact and mitigation of foreseeable accident sequences and,
where appropriate, quantify the impact of human error. Even though assessors work
hard to ensure that their predictions are as accurate as possible, underestimation of
human error by as little as a factor of four can, on occasion, change top event frequencies
by more than a factor of ten (Brookhaven National Laboratory, 1989; Samanta et al. 1990).
Delboy et al. (1991), for example, have shown that process safety can be very sensitive to
human error (sometimes by factors of well over a hundred), so even small changes in
human reliability can, in some circumstances, have profound implications for plant safety.
Process safety assessments also show that assumptions about human performance
can have profound effects on the way in which risks would be managed. The work of
Wong et al. (1990), for example, shows that human performance, and, in particular,
human variability can change process safety assessments in powerful ways. Slight
changes in nominal assessments can result in massive differences in the computed risk
values that an overall assessment might otherwise produce. Samanta et al.’s theoretical
studies show that if estimates of human error are underestimated, the calculated effects
on hazardous releases will be very great, whereas if the estimates are over-estimated
the effects will be comparatively small. Clearly, as has been illustrated by Brown et al.
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(1990), such differences are non-trivial, and could result in entirely different risk manage-
ment decisions being taken, simply as a consequence of the computational process. There-
fore, having confident estimates of human reliability and the influences on human
reliability is clearly an important issue in relation to managing risk. So, any improvements
to existing human reliability techniques should prove beneficial and be welcomed.

For 20 years, in the U.K., the HEART (Human Error Assessment and Reduction
Technique) (Williams, 1985 and 1988) has been used extensively by the Human
Reliability Assessors’ (HRA) community to assess and quantify the impact of human
unreliability on system reliability. For many, the method provides meaningful insight to
detailed technical assessment and reasonably accurate prediction of the likelihood of suc-
cessful human — machine interaction. In the mid ’90s, the work necessary to validate the
method was undertaken via independent research (Kirwan, 1997) and the precision
achieved was found to be comparable to, but not quite as good as, other forms of
systems reliability assessment (Snaith, 1981).

Over the years, a large number of applications have been made and the HRA com-
munity has become comfortable with the technique and its underlying theory and prin-
ciples. One of the most powerful features of HEART is the fact that it provides
evidence-based information regarding the probable impact of Error-Producing Conditions
(EPCs) on human performance and how these EPCs might combine to threaten human
reliability and system safety. However, there are known shortcomings in the method
and areas of incompleteness and, when it was first published, these were made apparent
to the unwary. Also, as the method has matured, a number of researchers have tried to
minimise the consequences of these shortcomings, but, it would seem, with varying
degrees of success so far. Therefore, there is a need to reduce the uncertainty in the
method’s use and underlying features, a need to update it and, where possible, a need to
make the method more usable.

Not all the industrially-relevant EPCs in HEART have been identified, as yet, and
some of those that have been identified are not supported by as much evidence as one
would like to have in order to have confidence in an assessment in order to take appropriate
action. In addition, over the last 20 years, the human factors literature has grown enor-
mously, with EPCs that were previously largely-unresearched now becoming amenable
to incorporation into the model and with those that, to start with, had limited support
now becoming much more easily analysed and assessed.

The net result of all the above is that there are many improvements that can now be
made that were simply infeasible in the mid *80s. These include enhancements to content
and applicability, as well as to the usability by non-specialists.

HRA DEVELOPMENTS

Developments that are being encouraged in the UK HRA area, at present, include a
perceived requirement for enhanced sensitivity of methods to Performance-Shaping
Factors. This includes, reduced and extended operator action times, fatigue, working
hours, shift patterns, time-of-day, and general work organisation and management
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factors such as team interaction and the impact of safety cultures. Although there is also
some interest in developing customized versions of HRA methods for specific industries,
the purpose of this particular study was to extend the general-purpose nature of the
HEART method by capturing data for those EPCs that are currently under-substantiated
and, where feasible and appropriate, to extend the number of EPCs available to the
practitioner.

For this particular study, two EPCs were selected for attention, Aging and Time-of-
Day. The first of these is already in the original HEART method as EPC 38. The second,
Time-of-Day, was not in the original method, but since the method was first published,
information has become available that allows us to be more accurate about the impli-
cations of circadian effects for human reliability than hitherto, so this, too, has been
quantified.

METHOD

To gather information relevant to Aging, a very wide-ranging literature search was con-
ducted. This included a detailed and painstaking search of a range of specialist journals,
including Psychology and Aging, The Journal of Gerentology and direct contact with
the principal researchers of the day. The literature search flagged up some very important
developments which had occurred since the mid *80s.

In total, some 82 relevant papers have been identified to date and of these, some 15
were found to be usable in terms of the data that could be extracted for further processing.
Data were regarded as being usable if the results of the various experiments could be
plotted as probabilities of failure, if the experimental sample sizes were substantial
(above 10 Subjects per study), and if age was a factor in the experimental design.

The range of experimental studies considered was very great and it is noticeable
that, over the last 20 years, the information on Aging and the Impact of Aging on
Human Performance that was needed to “complete” the HEART model in this respect
has now largely become available, in a way, and to an extent that was simply unthinkable
in the mid ’80s.

Each experiment identified as being potentially usable was analysed for evidence
of the effect of age in relation to detection, recall and recognition. Task failure
data were converted to probabilities of failure and these were plotted on a logarithmic-
scaled spreadsheet for initial visual comparison. The wide range of studies used quite
different measures which, in some cases, produced an error probability but, other results
were presented as a percentage of information lost or the percentage below the
maximal score. For the purposes of this study, all results were converted to a common
measure of human performance between 0 (best) and 1 (worst), which is interpreted as
an error probability.

After the first few data sets were plotted it became apparent that some regularities
seemed to be present in these particular sets and, accordingly, some further more robust
statistical techniques were deployed in order to find out whether these apparent regularities
had any substance in fact.
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STATISTICAL METHODOLOGY

In order to provide a common basis for analysis across a range of studies, to permit mean-
ingful comparison, data from the experiments of Ardila et al. (2000), Atchley and Kramer
(2000), Baddeley et al. (1994), Detweiler et al. (1996), Gamboz et al. (2000), Kirasic et al.
(1996), Kvavilashvili et al. (2005), Maylor and Lavie (1998), Ostrosky-Solis et al. (1998),
Parkin and Walters (1991), Roge et al. (2003), Salthouse et al. (1996), Salthouse (2004),
Sliwinski et al. (2003) and Whiting et al. (1997) were calculated as “odds”.

(odds = p/1 —p), where p is the probability of an error occurring.

These “odds” were then plotted as natural logarithms (Fig. 1).

It will be apparent via visual inspection alone that there is a consistent change in
odds that is associated with age and that this change is relatively uniform across a wide
range of ages. This means that reliable predictions can be made about the impact of age
on human reliability.

This analytical approach is consistent with the widespread use of logistic regression
to model the probability of an event occurring where dichotomous observations are avail-
able. For our analysis, direct observations of the occurrence of errors are unavailable and
logistic regression inappropriate. Instead, our analysis uses a weighted linear regression
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Figure 1. Probability of failure data taken from each relevant study
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model to examine the effect of age on the log odds. The weight for each data point is deter-
mined by the number of subjects in the underlying experiment with the variance of each
data point’s error term being inversely proportion to n (because each data point is the mean
of n subjects). Using weighted regression ensures that, despite widespread variation in the
size of studies, appropriate conclusions are drawn. The model for the log odds can be
written as:

log(odds) = u + task effect + age effect x age

Here u represents some nominal base line value for the log odds over all studies, the task
effect describes the adjustment for a specific task and the age effect the incremental effect
for every year of age. The age effect determined by this analysis represents an integrated
estimate of the effect of age based upon the entire set of experimental studies. A 10 year
increase in age increases the odds by a factor of

Exp(10 x age effect)

This approach deals effectively with data which have large values corresponding to prob-
abilities close to one. This is a major advantage for it allows the model to be extended to
multiple error producing factors without the danger of their combining to give impossible
results. It is worth noting that the probability of an error can be easily recovered from the
odds using:

odds

P= T odds
For rare events, where the probability p is small, the probability and the odds are almost
numerically equivalent.

Work is currently underway to develop a mixed effects model to investigate vari-
ation in the effect of age with different generic task groups. This analysis will also
model the dependencies between ‘data points’ taken from the same study and investigate
the impact of some additional Error Producing Factors.

SUMMARY OF THE EFFECTS OF AGE ON HUMAN RELIABILITY
The coefficient for age in the current weighted regression model is 0.015 (95% confidence
interval 0.011-0.019, p-value <0.0001). This value implies a relative increase in the odds
of an error occurring of 1.16 or 16% (95% confidence interval 12%-21%) for every
10 year increase in age. For small error probabilities (of the order 10~ ) this corresponds
to a 16% increase in the error probability itself.

Finally, some experimental results were kept to one side, so as to determine whether
the impacts predicted by the data treatment would actually predict the outcome in the una-
nalysed experiments (Detweiler et al. 1996; Glisky et al., 2001; Fernandes & Moscovitch,
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Figure 2. Correlation between observed and predicted experimental results

2003; Kausler & Puckett, 1981; Mclntyre & Criak, 1987; Madden & Langley, 2003;
Mantyla & Backman, 1992; Maylor et al. 1999; Park et al. 1989; Rankin & Collins,
1985; Shinar et al. 2005; Singer et al. 2003; Taylor et al. 2005). Evidence from this with-
held information suggests that some fairly accurate predictions can be made, based solely
on the strength and direction of the rest of the data set. These are shown in Fig. 2.

The correlation coefficient is .916, p < .01 which suggests that accurate predictions
of the impact of age on human reliability can be made based solely on an EPC of 1.2 for
every 10 years age, over the range 25 to 85* years (*non demented). Further work to refine
this EPC is currently underway, but it is not expected to depart radically from initial
indications.

TIME-OF-DAY EFFECTS

A second EPC was also investigated, to a lesser extent, as part of this study. Provisional
investigations and assessment of the impact of time-of-day on human reliability suggest
that the variation between the diurnal high and low of performance is about a factor of
2.4; the highest reliability being around 16:00 hrs and the lowest reliability, somewhat
unsurprisingly, at around 03:00 hrs. The “neutral” point is at around 20:00 hrs. There is
some evidence of a “post lunch dip”, but, in overall reliability terms, this phenomenon
is not very great, by comparison with the overall circadian change in reliability. It contrib-
utes about a factor of 1.3 to overall human unreliability specifically at around 14:00—
15:00 hrs. The data analysed and consolidated come from a range of sources, including
laboratory, field and accident studies by Browne (1949), Bjerner et al. (1955), Blake
(1967), Hildebrandt et al. (1974), Harris (1977), Nicholson et al. (1984), Craig and
Condon (1985), Borland et al. (1986), Mittler et al (1988), Howarth et al (1989) and
Folkard (1997).
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With the knowledge that there is a measurable impact on human reliability associ-
ated with time of day, it is now possible to examine major hazard faults. For example, the
“overfilling a tank” fault identified in the risk assessment by Khan et al. (2001), which was
assessed as having a failure frequency of 1.5E-03 per annum might be significantly
affected, not only by time of day, but also by the age of an operator, as could the assess-
ments of LPG transfer tasks by Munley and Bardsley (1993). Clearly, when taken together,
the impact of these two EPCs, alone, could be highly significant and modify such an
assessment in important respects, in ways that are not currently modelled in major
hazard risk assessments.

DISCUSSION

The principal finding from the current study is that within the 25—-85* years age range
(*non-demented), younger operatives appear to be considerably and consistently more
reliable than their elder counterparts. The finding that, for every 10 years, over this age
range, human unreliability increases by about 20%, (provisional EPC multiplier of 1.2
for every ten years, age 25 to 85* years) in a compound sense, has important implications
for the major hazard industries, particularly against the background of an aging workforce.
Whilst it is clearly the case that experience can “counteract” the decrement in performance
that is associated with age, this impact can only be relied upon to a limited extent.

As Morrow et al. (1994) have shown, expertise can “effectively” eliminate age
differences in repeating air traffic control communication spoken messages as between
old Pilots (mean age 66.7 years) recalling messages and young non-Pilots (mean age
28.3 years) recalling similar messages. However, based on human reliability measure-
ments associated with simulated message read-back, it is apparent that, although “old”
Pilots can be as reliable as “young” non-Pilots, there is also strong evidence that
“young” persons, whether they be Pilots or non-Pilots, will always be more reliable under-
taking this sort of task than the older members of their particular group.

The consequence of this particular finding and the more general finding of the
overall study is that, within the 25—-85* years age group (*non-demented), younger oper-
atives do seem to be considerably and consistently more reliable than their elder counter-
parts, by a predictable amount.

CONCLUSIONS

This paper has shown that the impact of human performance in relation to process safety
assessments can be quite considerable, and that such assessments might need to be altered
in significant ways, even when quite small changes in performance are assumed. It has also
shown that, once a nominal assessment has been made, this might be subject to significant
variation, depending on the age of the operators and the time of day at which they perform
their tasks. Further work is underway to obtain better estimates of the impact of time of
day, exercise, morale and experience on human reliability, to identify additional relevant
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Generic Task Types and to understand better the “additive” nature or otherwise of
multiple EPCs.

Addressing human performance variability issues using these means allows them to
be confronted and incorporated in process safety assessments, so that they become an inte-
gral part of the hazard management process, rather than remaining a somewhat perplexing
after-thought.
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