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INTRODUCTION
The international standards IEC 61508, Functional Safety of Electrical/Electronic/
Programmable Electronic (E/E/PE) Safety-Related Systems (SRS) and IEC 61511, the
daughter standard for the process industry sector, provide meticulous requirements and
guidance whose implications can be daunting to the user. Many parts of the process indus-
tries are still getting to grips with what is required for compliance, in an environment
where regulators increasingly seek compliance with the standards as a means of demon-
strating that process hazards are adequately controlled. Practical ways forward to
implement and comply with the standards are not immediately evident. Significant pro-
portions of the standards are informative and leave the user to resolve the detail, such
as calibration of ‘Risk Graphs’.

This paper summarises the principles, content and experience of implementing a
procedure for the first 5 steps of the safety life cycle in IEC 61508 that has been developed
by AK EHS & Risk in association with its clients. The principles used in the procedure for
calibration of risk graphs will be discussed. The output of the procedure is a methodically
defined and substantiated allocation of safety requirements and Safety Integrity Levels
(SIL) for E/E/PE SRS (i.e. trips, emergency shutdown systems). Options for further refin-
ing the procedure will be highlighted.
PRINCIPLES AND CONTENT OF THE PROCEDURE
The procedure that has been developed covers the first 5 steps of the safety life cycle of
IEC 61508 from ‘Concept Development’ through to ‘Safety Allocation’. The procedure
also covers the ‘Hazard and Risk Assessment’ and ‘Allocation of Safety Functions’
phases of the simplified safety life cycle in IEC 61511. The procedure is segmented as
follows:

. Common Requirements of IEC 61508 for Safety Lifecycle Phase 1 to 5

. Concept Development (Safety Lifecycle Phase 1)

. Overall Scope Definition (Safety Lifecycle Phase 2)

. Process Hazard and Risk Analysis and Protection Layer Identification (Safety
Lifecycle Phase 3)

. Overall Safety Requirements Allocation (Safety Lifecycle Phases 4 and 5)
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. Iteration (Layer of Protection Analysis (LOPA)/Fault Tree Analysis)

. Appendices

The ‘Common Requirements’ section gives requirements for project managers to
establish and implement a ‘Safety Lifecycle Safety Plan’, to then monitor and verify
implementation of the plan and finally to instigate a ‘Functional Safety Assessment’
once implementation of the rest of the procedure is complete. A form from the procedure
for recording the safety plan, together with the subsequent monitoring and verification is
shown as Figure 1.

The ‘Functional Safety Assessment’ is required to evaluate the assessments made
for Safety Lifecycle Phases 1 to 5 against the following criteria:

. Have all hazards of the process or equipment under control been considered?

. Are the assessments based on sufficient and firm information?

. Are the assessments neither unduly pessimistic nor optimistic?
Figure 1. Example form recording the safety lifecycle safety plan, monitoring and verification
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. Are the assessments technically correct?

. Have realistic SIL values been allocated to E/E/PE SRS?

The ‘Concept Development’ section sets down the data gathering requirements to
ensure that equipment under control and its environment are sufficiently understood
before detailed assessment commences. The procedure sets down the information require-
ments under the following headings:

. Process definition

. Chemicals and services

. Physical and hazardous property data

. Plant location and local environment

. Legislative, consultation and risk requirements

The ‘Overall Scope Definition’ section requires the definition of the boundary of the
process and equipment under control being assessed, together with its control system. The
output is a defined and documented basic design, operating philosophy, control system and
alarm response, together with a preliminary Piping and Instrumentation Diagram (P&ID)
showing controls and alarms.

The ‘Process Hazard and Risk Analysis and Protection Layer Identification’ section
is based on the output from ‘Concept Development’ and ‘Overall Scope Definition’. The
stated objectives are to:

. To identify hazards and hazard scenarios associated with the equipment under control.

. To eliminate or reduce risks arising from the equipment under control where possible
prior to further assessment. Note that IEC 61508/61511 require that inherent safety of
the equipment under control is optimised before the requirement for Safety Related
Systems is considered.

. To identify hazard scenarios requiring risk reduction by Safety Related Systems.

. To identify the necessary level of risk reduction to be achieved by Safety Related
Systems.

The focus of this section of the procedure is screening all hazard scenarios associ-
ated with the process and equipment under control using a risk graph approach. The rapid
risk graph screening approach enables compliance with the requirement of IEC 61508 that
‘all hazard scenarios arising from the equipment under control, under all modes of
operation are considered’ within a reasonable timescale.

Figure 2 shows the ranking categories for human harm that are used by the pro-
cedure. The procedure also addresses environmental and financial loss but the correspond-
ing information is omitted for brevity in this paper. The broad range of human harm
categories enables all hazards to be considered and also enables society’s aversion to
incidents affecting large numbers of people at one time to be taken into account i.e.
Societal Risk. Seven categories of frequency of harm are used in the risk graph to cover
the full range of hazard frequencies relevant to the process industries. The frequency
bands are skewed, as in the informative example in IEC 61511, so that typical order of
3



Figure 2. Ranking categories for human harm
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magnitude estimates, i.e. ‘once every 10 years’, fall clearly into a category. Figure 3 shows
extracts from a typical risk graph used in the procedure. The risk graph gives the necessary
risk reduction, in terms of probability of failure on demand, for the selected ranking cat-
egories. The calibration of this risk graph is discussed later in the paper. Figure 4 shows a
form from the procedure for recording the identification of necessary risk reduction.

The ‘Overall Safety Requirements Allocation’ section defines how to take the
necessary risk reduction and allocate it to other safety technologies and external risk
reduction facilities before allocating the residual risk reduction to E/E/PE SRS. The pro-
cedure only permits risk reduction requirements to be expressed in terms of the Safety
Integrity Level for safety requirements that have been allocated to E/E/PE SRS.
Figure 5 shows a form from the procedure for recording safety requirements allocation.
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Figure 3. Extracts from a typical risk graph

S
Y
M
P
O
S
IU

M
S
E
R
IE
S
N
o
.
1
5
0

#
2
0
0
4
IC
h
em

E

5



Figure 4. Form for recording selection of necessary risk reduction
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Figure 5. Form for recording safety requirements allocation
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The ‘Iteration’ section requires that the operational and financial acceptability of the
allocated safety integrity levels be reviewed. This is a second chance to optimize the
inherent safety of the equipment under control by revising the operation and design of
the process to reduce the inherent risks. This section also requires E/E/PE SRS ranked
SIL 2 or more to be reassessed by layer of protection or fault tree analysis to confirm
the validity of the allocation. Finally this section requires that the costs of installing a
safety related system to further reduce risk by an order of magnitude, to be established
to see if this is reasonable. Decision criteria are given.

The ‘Appendices’ section contains the forms, risk graphs and other job aids such as
generic likelihood and consequence modeling data to enable implementation of the
procedure with minimal reference to external sources.

PRINCIPLES ADOPTED FOR CALIBRATION OF RISK GRAPHS
The risk graph shown in Figure 3 has been calibrated based on tolerability data established
for the UK by the Health and Safety Executive1,2. The unacceptable boundary of societal
risk is given as 50 people dying every 5,000 years from a single industrial activity and
the broadly acceptable boundary is two orders of magnitude less frequent than this and
that the slope of the Log-Log plot is 21.

The risk graph is calibrated on the principle that a site’s residual societal risk should
lie in the middle of the tolerable region. This equates to 50 fatalities every 50,000 years and
extrapolates back to a single fatality, from amongst all the personnel at a single industrial
site, being tolerable once every 1000 years. A single fatality every 100 years is taken as the
single point of reference of acceptable residual risk for calibration of the risk graph. This
residual risk must take account of all hazard scenarios. In order to determine the acceptable
residual risk for a single hazard scenario an estimate must be made of the number of process
hazard scenarios at a site that have the potential to kill a single person. The risk graph in
Figure 3 is calibrated on the basis that the site has 100 single fatality process hazard scen-
arios. This is believed to be typical of many industrial sites. Hence the acceptable residual
risk from a single hazard scenario is once every 100,000 years. The necessary risk reduction
for each box of the risk graph is established by dividing the target residual risk by the
combination of event frequency (mid range value), probability of personnel being
present (1.0 or 0.1) and probability of personnel avoiding harm (1.0 or 0.1).

When calibrating for other levels of harm, further assumptions have to be made. For
example, when considering hazards scenarios with the potential to cause 10 fatalities it is
assumed that the acceptable frequency is ten times less than for single fatalities. However,
it is also assumed that the total number of such hazard scenarios is only an appropriate
percentage of that for single fatalities.

PRINCIPLES OF DEMONSTRATING THAT PROCESS HAZARDS ARE

ADEQUATELY CONTROLLED
Using a calibrated risk graph alone will not be sufficient to demonstrate to regulatory
bodies that process hazards are adequately controlled. The question from regulators
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‘Why shouldn’t you install a more reliable trip?’ is one that, increasingly, has to be
answered. The procedure provides a framework for answering this. For example if a
SIL 1 E/E/PE SRS is to be installed to protect against a single fatality on a high
hazard process, then the residual risk using the risk graph in Figure 3, assuming a
twenty year life span, is 0.0002 lives. In the UK, the HSE regard the minimum value to
prevent a single fatality is £1,000,000 and that this should be increased to £10,000,000
for high hazard processes1. Therefore, this would equate to a capital expenditure of
around £2,000 being reasonable to eliminate the majority of the residual risk by, say,
increasing the E/E/PE SRS to SIL 2. This comparatively low level of justifiable additional
expenditure is a consequence of the target residual risk for a single hazard scenario being
set at a low value in the risk graph in Figure 3. However, if the same scenario was assessed
for a site where the risk graph had been calibrated on the basis of just 10 single fatality
scenarios, then the target residual risk for each scenario would be ten times higher.
The justifiable additional capital expenditure to eliminate the residual risk would be
correspondingly higher at £20,000.
EXPERIENCE OF IMPLEMENTING THE PROCEDURE
The form shown in Figure 4 drives the assessment team to understand and identify the
non-safety related layers that control the hazard and prevent demands being made on
safety related systems. However, design teams often identify a wealth of operational
and design features that appear to prevent the hazard being considered from being realized.
On close inspection it is not unusual to find that some of these features are not independent
and that the design team is being over optimistic in estimating the frequency. It requires
strong leadership from the chairman to sift out the genuine arguments and agree realistic
choices for the frequency of harm category to be used with risk graphs.

The demand rates for some safety related systems are genuinely low because of the
defenses offered by the non-safety related layers. When screening process hazards using a
risk graph it frequently proves necessary to have an experienced risk assessor as part of the
team so that realistic layers of protection calculations can be done to substantiate the
assigning of low frequency categories. In the absence of this skill in the team, it is difficult
to progress screening significant numbers of hazard scenarios because personnel will not
be able to make realistic estimates of demand rates beyond the 3 to 33 year category.

The assessment teams in organizations in the early phases of adopting IEC 61508/
61511 tend to think in terms of needing to SIL rank the ‘trip’ that has already been
included on the preliminary designs, rather than assessing the necessary risk reduction
of a hazard scenario. As a consequence meetings may be inefficient because they can
get diverted into redesigning minute details of the trip rather than establishing the target
reliabilities of safety related layers. This links to the other great challenge for the chairman
of ensuring that the assessment team puts aside its knowledge of potential trip systems that
they have already in mind and assess the consequences and likelihoods of incidents in the
absence of safety related layers. This can prove difficult when safety related systems that
people normally expect to be present as part of a basic design, such as bunds, are relevant.
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CONCLUSIONS
The procedure provides a comprehensive approach to implementing all requirements of
the first 5 stages of the IEC 61508 safety lifecycle and demonstrating that risks will be
adequately controlled and meet regulatory expectations. It goes beyond SIL ranking,
which is where many organisations focus their initial adoption of the standard. Despite
the written procedure being straightforward and concise, significant risk assessment exper-
tise and supporting information is needed for successful implementation. The procedure
should be integrated into the early phases of existing process design practice to ensure
that appropriate E/E/PE SRS are incorporated into process designs in a systematic and
efficient manner.
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